




What is primary main objective?







What is primary main objective?

































GOIS! Our lives 
are TOO easy.



Let’s punish 
our selves 
for like…
no reason!



Let’s punish 
our selves for 
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reason!







THRANGRY FACT 1

(http://thrangrycat.com for uncool kids)

http://thrangrycat.com/


THRANGRY FACT 2



THRANGRY FACT 2.1



😾😾😾 Impact

• Cisco ASR 1000 Embedded Services Processor

• Cisco ASR 1000 Fixed Ethernet Line Card (6x10GE) (ASR1000-6TGE)

• Cisco ASR 1000 Fixed Ethernet Line Card

• Cisco ASR 1000 Series 100-Gbps Embedded Services Processor (ASR 1000-ESP100)

• Cisco ASR 1000 Series Modular Interface Processor (ASR1000-MIP100)

• Cisco ASR 1000 Series Route Processor 3 (Cisco ASR1000-RP3)

• Cisco ASR 1001-HX Router

• Cisco ASR 1001-X



😾😾😾 Impact

• Cisco ASR 900 Series Route Switch Processor 2 - 128G

• Cisco ASR 900 Series Route Switch Processor 2 - 64G

• Cisco ASR 900 Series Route Switch Processor 3 - 200G

• Cisco ASR 900 Series Route Switch Processor and Controller 400G (A900-RSP3C-400/W)

• Cisco ASR 9000 Series 16-Port 100 Gigabit Ethernet Line Card (A99-16X100GE-X-SE)

• Cisco ASR 9000 Series 16-Port 100 Gigabit Ethernet Line Card (A9K-16X100GE-TR

• Cisco ASR 9000 Series 32-Port 100 Gigabit Ethernet Line Card (A99-32X100GE-TR

• Cisco ASR 9000 Series Route Switch Processor 5 for Packet Transport (A9K-RSP5-TR)

• Cisco ASR 9000 Series Route Switch Processor 5 for Service Edge (A9K-RSP5-SE)

• Cisco ASR 920 Series Aggregation Services Routers 10GE and 2-10GE - Passively Cooled DC model (ASR-920-
10SZ-PD)

• Cisco ASR 920 Series Aggregation Services Routers 12 x 1/10GE SFP

• Cisco ASR 920 Series Aggregation Services Routers 12 x 1/10GE SFP

• Cisco ASR 920 Series Aggregation Services Routers 12GE and 2-10GE - AC model (ASR-920-12CZ-A)



😾😾😾 Impact

• Cisco ASR 920 Series Aggregation Services Routers 12GE and 2-10GE - DC model (ASR-920-12CZ-D)

• Cisco ASR 920 Series Aggregation Services Routers 24GE Copper and 4-10GE – Modular PSU (ASR-920-24TZ-IM)

• Cisco ASR 920 Series Aggregation Services Routers 24GE Copper and 4-10GE – Modular PSU (ASR-920-24TZ-M)

• Cisco ASR 920 Series Aggregation Services Routers 24GE Fiber and 4-10GE – Modular PSU (ASR-920-24SZ-M)

• Cisco ASR 920 Series Aggregation Services Routers 2GE and 4-10GE - AC model (ASR-920-4SZ-A)

• Cisco ASR 920 Series Aggregation Services Routers 2GE and 4-10GE - DC model (ASR-920-4SZ-D)

• Cisco ASR 920 Series Aggregation Services Routers Conformal Coated - 12GE and 4-10GE

• Cisco ASR 9900 Route Processor 3 for Packet Transport (A99-RP3-TR)

• Cisco ASR 9900 Route Processor 3 for Service Edge (A99-RP3-SE)

• Cisco Catalyst 6800 16-port 10GE with Integrated DFC4-XL (C6800-16P10G-XL)

• Cisco Catalyst 6800 32-port 10GE with Dual Integrated Dual DFC4-XL (C6800-32P10G-XL)



😾😾😾 Impact

• Cisco Catalyst 6800 8-port 10GE with Integrated DFC4-XL (C6800-8P10G-XL)

• Cisco Catalyst 6800 8-port 40GE with Dual Integrated Dual DFC4-EXL (C6800-8P40G-XL)

• Cisco Catalyst 6800 Series Supervisor Engine 6T XL

• Cisco Catalyst 6816-X-Chassis (Standard Tables) (C6816-X-LE)

• Cisco Catalyst 6824-X-Chassis and 2 x 40G (Standard Tables) (C6824-X-LE-40G)

• Cisco Catalyst 6832-X-Chassis (Standard Tables) (C6832-X-LE)

• Cisco Catalyst 6840-X-Chassis and 2 x 40G (Standard Tables) (C6840-X-LE-40G)

• Cisco Catalyst 9300 Series Switches

• Cisco Catalyst 9500 Series High-Performance Switch with 24x 1/10/25G Gigabit Ethernet + 4x 40/100G Uplink (C9500-
24Y4C)

• Cisco Catalyst 9500 Series High-Performance Switch with 32x 100 Gigabit Ethernet (C9500-32C)

• Cisco Catalyst 9500 Series High-Performance Switch with 32x 40 Gigabit Ethernet (C9500-32QC)

• Cisco Catalyst 9500 Series High-Performance Switch with 48x 1/10/25G Gigabit Ethernet + 4x 40/100G Uplink (C9500-
48Y4C)



😾😾😾 Impact

• Cisco Catalyst 9500 Series Switch with 12x 40G Gigabit Ethernet (C9500-12Q)

• Cisco Catalyst 9500 Series Switch with 16x 1/10G Gigabit Ethernet (C9500-16X)

• Cisco Catalyst 9500 Series Switch with 24x 40G Gigabit Ethernet (C9500-24Q)

• Cisco Catalyst 9500 Series Switch with 40x 1/10G Gigabit Ethernet (C9500-40X)

• Cisco Catalyst 9600 Supervisor Engine-1

• Cisco Catalyst 9800-40 Wireless Controller

• Cisco Catalyst 9800-80 Wireless Controller

• Cisco IC3000 Industrial Compute Gateway

• Cisco MDS 9000 Family 24/10 SAN Extension Module (DS-X9334-K9)

• Cisco NCS 200 Series 10/40/100G MR Muxponder (NCS2K-MR-MXP-K9)

• Cisco NCS 5500 Series 24 Ports of 100GE and 12 Ports of 40GE High-Scale Line Card (NC55-24H12F-SE)

• Cisco NCS 5500 Series 36 ports of 100GE High-Scale Line Card (NC55-36X100G-A-SE)

• Cisco NCS 5504 Fabric Card (NC55-5504-FC)

• Cisco NCS 5516 Fabric Card (NC55-5516-FC)



😾😾😾 Impact

• Cisco NCS 55A2 Fixed 24X10G + 16X25G MPA Chassis (NCS-55A2-MOD-S)

• Cisco NCS 55A2 Fixed 24X10G + 16X25G MPA Chassis

• Cisco NCS 55A2 Fixed 24X10G + 16X25G MPA Chassis

• Cisco NCS 55A2 Fixed 24X10G + 16X25G MPA Scale Chassis (NCS-55A2-MOD-SE-S)

• Cisco NCS 55A2 Fixed 24X10G + 16X25G MPA Scale Chassis

• Cisco NCS5501 - 40x10G and 4x100G Scale Chassis (NCS-5501-SE)

• Cisco NCS5501 Fixed 48x10G and 6x100G Chassis (NCS-5501)

• Cisco NCS5502 - 48x100G Scale Chassis (NCS-5502-SE)

• Cisco NCS5502 Fixed 48x100G Chassis (NCS-5502)

• Cisco NCS55A1 Fixed 24x100G Chassis (NCS-55A1-24H)

• Cisco NCS55A1 Fixed 36x100G Base Chassis (NCS-55A1-36H-S)

• Cisco NCS55A1 Fixed 36x100G Scale Chassis (NCS-55A1-36H-SE)

• Cisco Network Convergence System 1002

• Cisco Network Convergence System 5001

• Cisco Network Convergence System 5002

• Cisco NCS 5500 12X10

• Cisco Network Convergence System 5500 Series: 1.2-Tbps IPoDWDM Modular Line Card (NC55-6X200-DWDM-S)



😾😾😾 Impact

• Cisco Network Convergence System 5500 Series: 36X100G MACsec Modular Line Cards (NC55-36X100G-S)

• Cisco Nexus 31108PC-V

• Cisco Nexus 31108TC-V

• Cisco Nexus 3132C-Z Switches (N3K-C3132C-Z)

• Cisco Nexus 3264C-E Switches (N3K-C3264C-E)

• Cisco Nexus 7000 M3-Series 48-Port 1/10G Ethernet Module (N7K-M348XP-25L)

• Cisco Nexus 7700 M3-Series 12-Port 100G Ethernet Module (N77-M312CQ-26L)

• Cisco Nexus 7700 M3-Series 24-Port 40G Ethernet Module (N7K-M324FQ-25L)

• Cisco Nexus 7700 M3-Series 48-Port 1/10G Ethernet Module (N77-M348XP-23L)

• Cisco Nexus 7700 Supervisor 3 (N77-SUP3E)

• Cisco Nexus 9332C ACI Spine Switch with 32p 40/100G QSFP28

• Cisco Nexus 9364C ACI Spine Switch with 64p 40/100G QSFP28

• Cisco Nexus 9500 4-Core/4-Thread Supervisor (N9K-SUP-A)

• Cisco Nexus 9500 6-Core/12-Thread Supervisor (N9K-SUP-B)



😾😾😾 Impact

• Nexus 9200 with 48p 1/10G/25G SFP+ and 6p 40G QSFP or 4p 100G QSFP28 (N9K-C92160YC-X)

• Nexus 9200 with 48p 10/25 Gbps and 18p 100G QSFP28 (N9K-C92300YC)

• Nexus 9200 with 48p 100M/1GT

• Nexus 9200 with 56p 40G QSFP+ and 8p 100G QSFP28 (N9K-C92304QC)

• Nexus 9200 with 72p 40G QSFP+ (N9K-C9272Q)

• Nexus 9300 with 48p 1/10G/25G SFP and 6p 40G/100G QSFP28

• Nexus 9300 with 48p 100M/1G BASE-T

• Nexus 9300 with 48p 10G BASE-T and 6p 40G/100G QSFP28

• Nexus 9K Fixed with 32p 100G QSFP28 (N9K-C9232C)

• Nexus 9K Fixed with 48p 1/10G/25G SFP and 12p 40G/100G QSFP28 (N9K-C93240YC-FX2)

• Nexus 9K Fixed with 48p 1/10G/25G SFP and 6p 40G/100G QSFP28 (N9K-C93180YC-EX)

• Nexus 9K Fixed with 48p 10G BASE-T and 6p 40G/100G QSFP28 (N9K-C93108TC-EX)

• Nexus 9K Fixed with up to 32p 40/50G QSFP+ or up to 18p 100G QSFP28 (N9K-C93180LC-EX)



😾😾😾 Impact

• Cisco 1-Port Gigabit Ethernet WAN Network Interface Module (NIM-1GE-CU-SFP)

• Cisco 1120 Connected Grid Router

• Cisco 1240 Connected Grid Router

• Cisco 2-Port Gigabit Ethernet WAN Network Interface Module (NIM-2GE-CU-SFP)

• Cisco 3000 Series Industrial Security Appliances

• Cisco 4000 Series Integrated Services Router Packet 1024-Channel High-Density Voice DSP Module (SM-X-PVDM-1000)

• Cisco 4000 Series Integrated Services Router Packet 2048-Channel High-Density Voice DSP Module (SM-X-PVDM-2000)

• Cisco 4000 Series Integrated Services Router Packet 3080-Channel High-Density Voice DSP Module (SM-X-PVDM-3000)

• Cisco 4000 Series Integrated Services Router Packet 768-Channel High-Density Voice DSP Module (SM-X-PVDM-500)

• Cisco 4221 Integrated Services Router

• Cisco 4321 Integrated Services Router



😾😾😾 Impact

• Cisco ASA 5506-X with FirePOWER Services

• Cisco ASA 5506H-X with FirePOWER Services

• Cisco ASA 5506W-X with FirePOWER Services

• Cisco ASA 5508-X with FirePOWER Services

• Cisco ASA 5516-X with FirePOWER Services

• Cisco Firepower 2100 Series

• Cisco Firepower 4000 Series

• Cisco Firepower 9000 Series

• 10Gbps Optical Encryption Line Card for the Cisco NCS 2000 Series and Cisco ONS 15454 MSTP (15454-M-WSE-K9)

• CBR-8 Converged Broadband Router

• Cisco 5000 Series Enterprise Network Compute System

• Cisco 809 Industrial Integrated Services Routers

• Cisco 829 Industrial Integrated Services Routers

• Supervisor A+ for Nexus 9500 (N9K-SUP-A+)



😾😾😾 Impact

• Cisco Packet-over-T3/E3 Service Module (SM-X-1T3/E3)

• Cisco cBR-8 Integrated CCAP 40G Remote PHY Line Card (CBR-CCAP-LC-40G-R)

• Cisco cBR-8 Integrated CCAP Line Card includes 2 DS D3.1 Modules as well as 1 US D3.1 Module (CBR-LC-8D31-16U31)

• MDS 9700 48-Port 32-Gbps Fibre Channel Switching Module (DS-X9648-1536K9)

• Nexus 9200 with 36p 40G 100G QSFP28 (N9K-C9236C)

• Supervisor B+ for Nexus 9500 (N9K-SUP-B+)

• Cisco 4331 Integrated Services Router

• Cisco 4351 Integrated Services Router

• Cisco 4431 Integrated Services Router

• Cisco 4451-X Integrated Services Router

• Cisco 4461 Integrated Services Router

• Analog Voice Network Interface Modules for Cisco 4000 Series ISRs (NIM-2FXO, NIM-4FXO, NIM-2FXS, NIM-4FXS, NIM-
2FXS/4FXO, NIM-2FXSP, NIM-4FXSP, NIM-2FXS/4FXOP, NIM-4E/M, NIM-2BRI-NT/TE, NIM-4BRI-NT/TE)

• Cisco 4000 Series Integrated Services Router T1/E1 Voice and WAN Network Interface Modules (NIM-1MFT-T1/E1, NIM-
2MFT-T1/E1, NIM-4MFT-T1/E1, NIM-8MFT-T1/E1, NIM-1CE1T1-PRI, NIM-2CE1T1-PRI, NIM-8CE1T1-PRI)



LETS HACK ASR 1😀😀1



Looks like 1001 is 
End-Of-Life’d

Let’s get the 1001-X. 
Its probably the same.



Yeah. Who needs to look at 
the specs to figure out 

what X means. That’s for 
CHUMPS



ASR 1😾😾1-X
Whatever!!

ASR 1001 ASR 1001-X



$$$



$$$













ASR 1😾😾1-X
Whatever!!

ASR 1001 ASR 1001-X



Goal

• Goal:
As simple as change the root key & mod firmware. 



Hw Analysis



ASR 1001-X
SOFTWARE ANALYSIS
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ASR 1001-X
SOFTWARE ANALYSIS

• NO Hash



ASR 1001-X
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• NO Certs



ASR 1001-X
SOFTWARE ANALYSIS

• NO Hash
• NO Certs
• Easy Mod for UEFI



Easy MOD

• Disable PreROMMon check & Boot mod fw



Easy MOD

• Disable PreROMMon check & Boot mod fw

• Everything works! But wait...
Meow!! 



Easy MOD

• Disable PreROMMon check & Boot mod fw

• Everything works! But wait...
Meow! 

• RESET!!



💯Seconds of Solitude

• Route Processor Resets in 💯 seconds 



Hypotheses for 💯

• X86 Mitigations



Hypotheses for 💯

• X86 Mitigations

• VMM is disabled 



Hypotheses for 💯

• X86 Mitigations

• VMM is disabled 
• Disable Watchdog timers



Hypotheses for 💯

• X86 Mitigations

• VMM is disabled 
• Disable Watchdog timers
• Disable SMM
• SMI_EN



How to mind read mystery blackbox computer? 



ELECTROMAGNETIC EMANATION!







Hypotheses for 💯

• X86
• Unknown bits on SPI bus
• Hardware analysis showed microloader on spi bus



Hypotheses for 💯

• X86
• Unkown bits on SPI bus

• Hardware analysis showed microloader on spi bus

• Also contained Interrupt handlers for the real mode.



Hypotheses for 💯

• X86
• Unknown bits on SPI bus
• Hardware analysis showed microloader on spi bus

• Also contained Interrupt handlers for the real mode.
• BIOS/ROM/vBIOS (0xe000-0xffff)



Hypotheses for 💯

• X86
• Unknown bits on SPI bus
• PRE-ROMmon



Hypotheses for 💯

• X86
• Unknown bits on SPI bus
• PRE-ROMmon
• Hijacked 1st x86_64 instruction



💡💡 RESET PULL LOW Hypotheses💡💡

• External Entity Resets RP



💡💡 RESET PULL LOW Hypotheses💡💡



💡💡 RESET PULL LOW Hypotheses💡💡



Boot flow

UEFIMicroloader from emulated SPI 

Pu
ll 

af
te

r 
10

0 
Se

co
nd

s

Device Powered on 

FPGA Root of Trust

Pre-ROMmon

ROMmon

Linux OS

IOSDNormal Compromised

Bitstream SPI Flash



FIND RESET PIN

Counter: -$10K Analysis cost



Humble beginnings…



TEST RESET HIGH
Theory!!

• RTL reconstruction is hard
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TEST RESET HIGH
Theory!!

• RTL reconstruction is hard
• test the FPGA theory
• Pull the RESET pin high

• 10k resister & Another $10k 
• $1/1Ω
• 1 washington == 1 ohm

• Total Cost -$20k



High towers race 
towards fail 

sky…



I am a LEVEL 9
Googler



Oh hay, look!



Fpga reversing too complex 

Leave project in mid 2017 



FPGA stuff is scary 
and hard. Let’s give 

up but say we 
didn’t…

-(



2018 summer:
JK:  can hack fpga

• Counter: -$20k 



FPGA BASICS 
FOR
Humans



FPGA ??

Integrated Block
for PCI Express

GTP Transceivers

IOB Banks

IOB Cells
IOI Cells

Memory Controller 
Block

Block RAM Column

DSP Column

Clock Management
Tile Column

IO
 P

in



FPGA Design Flow



FPGA Design Flow
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FPGA Design Flow



FPGA Design Flow



FPGA 
Implementation TYPES

• SRAM-Based



FPGA 
Implementation TYPES

• SRAM-Based

• Flash-Based



FPGA 
Implementation TYPES

• SRAM-Based

• Flash-Based

• AntiFuse-Based



But FPGA??

• Read a lot of docs



But FPGA??

• Read a lot of docs



But FPGA??

• Read a lot of docs



FPGA ??



FPGA ??

COMPLEX 

LOGIC

OUTPUT (Y)INPUT(X)

Y=f(x)



IO Block(IOB)

• Contains Both Input, Output & 3-state driver.
• https://www.xilinx.com/support/documentation/user_guides/ug381.pdf

IOB Diagram

https://www.xilinx.com/support/documentation/user_guides/ug381.pdf


IO Block(IOB)

Integrated Block
for PCI Express

GTP Transceivers

IOB Banks

IOB Cells
IOI Cells

Memory Controller 
Block

Block RAM Column

DSP Column

Clock Management
Tile Column

IO
 P

in



IO INTERFACE (IOI)

MEOW



Block RAM (BRAM)

• Programmable RAM blocks
• 1/2/32-bit Width
• Single/Dual Port
• 18kb (SPARTAN-6)
• 1 18Kb RAM
• 2 9Kb RAM

• https://www.xilinx.com/support/documentation/user_guides/ug383.pdf

https://www.xilinx.com/support/documentation/user_guides/ug383.pdf


Complex Logic Block (CLB)

FFs
+

LUT
+

MUX
+

Gates

Overview of Slice



SLICE TYPES

• SLICEX = Basic Slice



SLICE TYPES

• SLICEX = Basic Slice

• SLiceL = SLICEX + Carry logic



SLICE TYPES

• SLICEX = Basic Slice

• SLiceL = SLICEX + Carry logic

• SLiceM = SLICEL + RAM + {other stuff}



Slice Complexity

SLICEM



Other FPGA Resources

• DSP



Other FPGA Resources

• DSP

• Clock Management



Other FPGA Resources

• DSP

• Clock Management

• ETC….

• Doesn’t Matter for our Novel concept



Developer Domain



Attacker Domain



Reverse FPGA Bitstream 



FPGA Reversing
Background

• JBITS 1999

• Bil ( Requires Netlist) 2012

• BITMAN 2017









•SPARTAN 6 FAMILY





No optimizations in IOB



FPGA SECURITY ??



Constant IOB 

IOB

CLB



Constant IOB 

CLB

IOB



Constant IOB 



IOB Modification
Scenarios



IOB Modification
Scenarios



IOB Modification
Scenarios



IOB Modification
Scenarios



IOB Modification
Scenarios



IOB Modification
Scenarios



FPGA SECURITY??

FPGA Security through Obscurity

RTL RECONSTRUCTION CHANGING IO



BITSTREAM REVERSING

UNPACK Analyze Modify

BADFET

Repack



CONFIDENTIALITY
HUH!!

• Side Channel Analysis



CONFIDENTIALITY
HUH!!

• Side Channel Analysis

• Fault Injection



CONFIDENTIALITY
HUH!!

• Side Channel Analysis

• Fault Injection

• Photon Emission Analysis



Development 
Board

Spartan SP605



UNPACK



UNPACK 
Configuration REGS

• www.xilinx.com/support/documentation/user_guides/ug380.pdf

http://www.xilinx.com/support/documentation/user_guides/ug380.pdf


UNPACK 
Algo

• www.xilinx.com/support/documentation/user_guides/ug380.pdf
• Unpack:
• Find SYNC WORD 
• IDCODE
• CTL 
• Check Encryption

• Find CMD: 
• WCFG

• FDRI
• DESYNC

http://www.xilinx.com/support/documentation/user_guides/ug380.pdf


Analyze



Configuration Frame 
Types

• Type 0 – Configuration Logic

163



Configuration Frame 
Types

• Type 0 – Configuration Logic

• Type 1 – BRAM

164



Configuration Frame 
Types

• Type 0 – Configuration Logic

• Type 1 – BRAM

• Type 2 – IOB (IO interface)

165



DEVICE LAYOUT

• 1 FRAME = 130 bytes



DEVICE LAYOUT

• 1 FRAME = 130 bytes

• 2d structure (SRAM-based FPGA)
• ROW x COL(MAJOR x MINOR)
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• Find Major info for the fpga device 



DEVICE LAYOUT

• 1 FRAME = 130 bytes

• 2d structure (SRAM-based FPGA)
• ROW x COL(MAJOR => MINOR)

• Find Major info for the fpga device 

• Find Minor info for each MAJOR



Spartan6-LX9 CLB Layout

Resource 
Utilization





GET_IOB_Encoding

• Bitstream Layout:
• Logic + BRAM + IOB
• Determine Range of IOB_FRAMES



GET_IOB_Encoding

• Bitstream Layout:
• Logic + BRAM + IOB
• Determine Range of IOB_FRAMES

• For i (0 to #_PINS)
• For j in PIN_CHARACTERISTIC
• Y = GEN_BITS(ij_PIN_enable)
• Z = GEN_BITS(Ij_pin_disable)
• X = (y XOR Z ) in IOB_RANGE



GET_BRAM_Encoding

• Bitstream Layout:
• Logic + BRAM + IOB
• BRAM_FRAME for Majors of BRAM



GET_BRAM_Encoding

• Bitstream Layout:
• Logic + BRAM + IOB
• BRAM_FRAME for Majors of BRAM

• Data_w:Parity_w = {8:1, 16:2, 32:4}
• Depends on FPGA Family & BRAM Config

• For I in range(0, bram_frame, data_W+parity_w):
• Parity = bram_frame(I: I+parity_w)
• Data = bram_frame(Parity_w+ I:I+parity_w+Data_w)

• Trial & Error to find if parity bits are used



Modify



MODIFY

• IOB_MODIFY
• Modify Extracted IOB Characteristics
• Although setting pin=1 is tricky
• User exercise



MODIFY

• IOB_MODIFY
• Modify Extracted IOB Characteristics
• Although setting pin=1 is tricky
• User exercise

• BRAM_MODIFY
• Fix Parity Bits 



REPACK



REPACK

• 22 bit CRC FOR SEU
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REPACK

• 22 bit CRC FOR SEU

• Propreitary Algorithm

• Skips bunch of registers
• CRC Mismatch
• CRCERRORPIN => HIGH

• Encrypt!!



REPACK

• May Be disable crc
• Configuration Option Register (COR1)
• CRC_BYPASS enable



MOJO Demo



MOJO Demo



PWN THE PIN
PWN THE ASR 



WHICH FPGA PIN

• JTAG SCANCHAIN



WHICH FPGA PIN

• JTAG SCANCHAIN

• Found state change in 10 pins



Automated Bitstream 
Extraction & Testing

ASR 1001-X



Automated Bitstream Extraction & Testing

• Worst case scenario: Test 296 pins



Automated Bitstream Extraction & Testing

• Worst case scenario: Test 296 pins



Automated Bitstream Extraction & Testing

Brian, TOUCH 
EVERY PIN



Automated Bitstream Extraction & Testing

• Worst case scenario: Test 296 pins
• BRIAN the Intern



• Another router gone in testing.
Counter $-30k 



CAT GOD IS NOT
PLEASED



PWNED THE PIN
PWNED THE ASR



How to do it remotely 



How to do it remotely 

• CPLD driver allows an upgrade of the FPGA bitstream. 



How to do it remotely 

• CPLD driver allows an upgrade of the FPGA bitstream.

• Hijacked a driver “quack.ko” & updated the spi flash containing the 
FPGA bitstream 



How to do it remotely 

• CPLD driver allows an upgrade of the FPGA bitstream.

• Hijacked a driver “quack.ko” & updated the spi flash containing the 
FPGA bitstream 

• Need ROOT!!



Get ROOT!

• Wrote protocol fuzzers to do fuzzing 

• SNMP
• RIP
• DHCP
• OSPF
• BGP



Get ROOT!



Get ROOT!



Get ROOT!



Get ROOT!



Get ROOT!

• But JAMES I can hack

• LUA is easy 

• Cmd injection vuln



FINAL COST

• -$30k
• -$10K Sacrifice for Analysis
• -$10K RESET pull high $1/1Ω
• -$10K Testing Cost



CAT GOD IS PLEASED
BY HELIPADS



FINAL COST

• -$30k -$40k
• -$10K Sacrifice For Analysis
• -$10K RESET pull high
• -$10K Testing cost
• -$10K LOSS 
• DEMO GODS



OUR FAILS SURPASS
CAT GOD

WE SEARCH FOR MEANING 
IN A CAT-GODLESS WORLD



2 LIVE DEMOS



• ASR DEMO for full remote attack 

DEMO 1



• ASR DEMO for full remote attack
• DEMO of the open source tool to disable any pin 

DEMO 2
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😾😾😾 Impact



DEMMOOOOOO
OR GTFO



Mitigation



CISCO Patch
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CISCO Patch

• FPGA v2 forces SPI select line to be low.
• no other way to update the FPGA ???
• BUT WHAT ABOUT THIS CHIP ??
• QUAAAAT!!!

???$$$
😾 😾 😾+😾 = ?!#$%^&*

Still MUTABLE
ROOT OF TRUST
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QUAAAAT

• Is there a key to FPGA update

• Partial Dynamic Reconfiguration
• SYNFUL Knock
• Look at that chip!!



Question for VENDORS

• What we need is tool for detection 
• Just encrypting the bitstream doesn’t work Fault injection defeats that 



Our thoughts

• Adding authentication in hw improves the security but still side channel 
attacks are possible 

• In the end whats left is poor hackers down - 40k 



Future Work

• Compression/Optimization effects

• Hardware trojans

• Funtenna



Open Source 
Tool

https://github.com/RedBalloonShenanigans/hal-xilinx



Objective 

• Run modified firmware On Cisco router 1001-X



Why?

• Picture of how Cisco owns 60 % worlds internet infrastructure



😾 😾 😾

😾 Jatin Kataria

😾 Rick Housley

😾 Ang Cui



CONTRIBUTIONS

• Joseph Pantoga

• James Chambers

• Brian the Intern

• Alex Massonneau

• ATREDIS Partners



Our Past WORK

• BADFET
• Interrupt hijacker


