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THRANGRY FACT a

How do you describe the meaning of this vulnerability name?

We chose to communicate @ 8 8 through a visual representation of symbols, rather than “words.”
Naming vulnerabilities using emoji sequences instead of other pronounceable natural languages have
several advantages. First, emoji sequences are universally understood across nearly all natural
languages. Choosing & & 8 instead of a name rooted in any one language ensures that the technical
contents of our research can be discussed democratically and without latent cultural or linguistic bias.
Second, emojis are indexical to the digital age. Third, clear communication is the foundation of
friendship, and such a foundation must begin with proper ontological agreement. Just as the universal
language of mathematics is largely expressed through interlinguistic symbology, so too is & & &
Fourth, cats are seen as almost paradoxical beings. While they exist in our lives as the ultimate
creatures of leisure, cats are also fierce predators. “Cats are the most highly specialized of the terrestrial
flesh-eating mammals. They are powerfully built, with a large brain and strong teeth. The teeth are
adapted to three functions: stabbing (canines), anchoring (canines), and cutting (carnassial molars).”
(Lariviere, Serge; Stains, Howard James. “Feline.” Encyclopedia Britannica. ). For an incomplete list
of felines in various mythologies, see this
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A rlyshw 9 hours ago [-]

I found it interesting that the section that explains

the name of this vulnerability is way more thought-
out and verbose than any of the other sections. It's
almost like they had a linguist on the team and the
emoji name was his prideful contribution.
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Cisco ASR 1001-X Router alialn,

cisco
ASR 1000 Series Aggregation Services Router Partner

Cisco ASR1000 Series

Cisco ASR1001-X System

Cisco ASR1001-X System, Crypto, 6 built-in GE, Dual P/S #ASR1001-X
FREE List Price: $17,006.00 Il B
SHIPPING — Our Price: $11,328.80

Cisco ASR1001-X System, Crypto, 6 built-in GE, Dual P/S, Spare a #ASR1001-X=
FREE List Price: $24:224:99 = Add to Cart
sHIPPING - Qur Price: $16,143.53
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A) Bootloader Flash B) FPGA Bitstream SPI Flash C) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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° NO Hash
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Easy MOD

e Disable Pve ROMMon check & Boot mod fw
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° E—""b“’“"’ﬁ wovks! But wait...
Meow!!
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o« RESET!



100Scconds of Solitude

o Route Pvocessor Resets in 7’0_,,_0 SecoNds

Current image running: Boot ROMOQ
Last reset cause: PowerOn

ASR1001-X platform with 8388608 Kbytes of main memory

Rommon upgrade requested
Maximum upgrade attempts exceeded, continuing with old Rommon...
rommon 1 >
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e VMM s disabled
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e X306 N\'.tzso.t'.orus

e Disable Watchc;\oa timers
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e Disable OMM
o SMI_EN
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(a) FPGA Bitstream SPI Flash

(b) FPGA

(c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)
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e Unknown bits onv SPL bus

e Havdwave aNalysis showed micvoloader on spi bus
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(a) FPGA Bitstream SPI Flash

(b) FPGA

(c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)
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o UnKown bits on OSPL bus

° Also cONto.'.Mc.c\ INtcvvuPt haw\lcvs for the veal Modc.
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(a) FPGA Bitstream SPI Flash (b) FPGA

(c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)




e UnkNnown bits on SPL

Hapot\ncscs €ovr Z_O___,._O
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e BIOS/ROM/VvBIOS (OxcQO0-Ox¢féf)
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(a) FPGA Bitstream SPI Flash

(b) FPGA

(c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)



e PRE-ROMmon

Hapot\ncscs €ovr

00000000FFFBF60C mov eax, ddg:0FED40080h
00000000FFFB8F611 mov ecx, OFED40000h
00000000FFFBF616 cmp eax,

700

00000000FFFBF61B jz short loc FFF8F62D
00000000FFFBF61D mov ecx, [ecx]
00000000FFFBF61F cmp ecx, 9010000h
00000000FFFB8F625 jbe short loc FFF8F62D
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A) Bootloader Flash B) FPGA Bitstream SPI Flash C) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)



Boot flow

Device Powered on

FPGA Root of Trust

é' Bitstream SPI Flash

Pull after 100 Seconds
?------

Normal

Microloader from emulated SPI

Pre-ROMmon

ROMmon

Compromised

UEFI

Linux OS

N

|OSD




FIND RESET PIN

Counter: -fpi@K ANA|3313 cost
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TEST RESET HIGH
T\r\COva!!

e RTL veconstvuction is whavd



TEST RESET HIGH
Thc0v3!!

e Test FPGA theovy



TEST RESET HIGH
Thc0v3!!

e Pull RESET PN high
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o IQK vesister & Awnother $1®K



TEST RESET HIGH
Thc0v3!!
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T'he present disclosure describes techniques evaluating com-
pute and/or thermal loads (among other things) to aid in
managing a collection of one or more containerized or modu-
lar data centers. For example, forecasts (or real-ti

ments) of environmental factors (as well as projected com-
puting demands) may be used to tailor the compute loads,
cooling strategies or other metric of data center operations for
a network of containerized or modular data centers. Doing so
allows an operator of such a data center network to manage
specific operational goals in real time.
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WHICH FPGA PIN

e JTAG SCANCHAIN



WHICH FPGA PIN
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How to do it remotely

e CPLD dviver allows an upﬁvadc of the FPGA bitstveam.
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o H"J‘o.ckcc\ o dviver “quack.ko” & updatcd the spi Flash CONEAINING the
FPGA bicscveam
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e Need ROOT!
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e Wvrote Protocol fuzzevs to do (—uz.zwﬁ
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e ASR DEMO fov full vemote attack
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e FPGA va& fovrces SPL sclect line to be low.

A) BootloaderFlash ~ B) FPGA Bitstream SPI Flash

C) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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Stcil MUTABLE
ROOT OF TRUST

A) BootloaderFlash ~ B) FPGA Bitstream SPIFlash  €) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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o Look at that chip!!
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